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TEMPLATE STRUCTURE AND INSTRUCTIONS
In each section of the template, there are instructions, sample verbiage, and references to worksheets that might be helpful in gathering data necessary to develop the COOP plan.
· Instructions are in bold and italics to distinguish them from other parts of the template.  These instructions should not appear in the final plan.

· Sample verbiage or language is provided to assist in developing the plan.  The sample language provided in the template should be expanded, deleted, or modified as necessary to fit the needs of the agency using the template.  This includes tables, charts, checklists, or other tools within the template.

· The worksheets were created to help identify information needed in the development of the COOP plan.  They are primarily tools to assist in gathering raw data that should then be summarized for entry into the plan.  If you do choose to use them, you can include the actual worksheet(s) in the plan, enter a summary of the information from the worksheets into the plan, or include the worksheets in an appendix. 

Please customize the template by utilizing appropriate logos or seals.  Do not forget to take out “(insert name of department or agency)” throughout the template, as that was put in to help you tailor the template to your specific organization.

Finally, please add acronyms and definitions into the glossary that reflect the relevant terms used by your agency.  

To update the Table of Contents (TOC) after Edits to the Document:

1. Right click on any line inside the TOC to display a menu.

2. Select Update Field to display the Update Table of Contents dialog box.
3. Select the Update Entire Table radio button.
4. Click OK.  The TOC should generate new page numbers.
To Insert Rows Into Tables:

1. Click on the last row in the table.

2. On the top menu bar click on Table to display the table menu.

3. Select Insert to display the insert menu (note that if you do not have a table selected the full menu will not display).

4. Select Rows Below to insert another row.  

5. Repeat as necessary.
Agencies with Multiple Department of Divisions:

COOP planners may create a separate COOP plan for each division, or copy tables in the various chapters to create a separate table for each division and add a title to the table for each division.  Be sure to include any divisional inter-dependencies in the COOP plans.
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EXECUTIVE SUMMARY
This section of the plan is optional. The executive summary briefly outlines the hazards that the agency faces and the content of the COOP plan.  It also describes what it is, whom it affects, and the circumstances under which it should be executed.  Sample language is provided below.  Please revise to reflect the summary of the finished plan.

(Insert name of agency) has always been prepared, to the greatest extent possible, to respond to all-hazard disasters and events.  However, the agency has become increasingly aware of how events could interrupt or possibly destroy its ability to effectively perform essential functions.  Consequently, (insert name of agency) has determined that it should develop and maintain a Continuity of Operations (COOP) plan.  COOP planning is designed to develop and maintain a program that preserves, maintains, and reconstitutes the agency’s ability to function effectively in a real or potential event.  
The (insert name of agency) COOP plan encompasses the wide range of operations and services performed by the agency.  It is tailored to its unique operations and essential functions performed.

INTRODUCTION
This section of the plan is optional. The introduction explains the importance of COOP planning to the agency.  It also discusses the background for planning, referencing recent events that have led to the increased emphasis on the importance of a COOP capability for the agency as a whole.  Sample language is provided below. Please revise to reflect the needs of the agency.
(Insert name of agency) has grown increasingly aware of how all types of events can disrupt operations and jeopardize the safety of agency personnel and partners.  Emergency planning, including COOP planning, has become a necessary and required process for the agency.  

The all-hazards approach to COOP planning ensures that regardless of the event, essential functions and services will continue to operate and be provided in some capacity.  This approach includes preparing for natural, man-made, or technological emergencies.  

The (insert name of agency) is committed to the safety and protection of its personnel, contractors, and visitors.  This plan provides the agency a framework that is designed to minimize potential impact during an event.  

PURPOSE

The section explains why the agency is developing a COOP plan.  It explains the overall purpose of COOP planning and the disruptions the plan will address.  Use the verbiage supplied below or insert language developed internally.

The purpose of this COOP plan is to provide the framework for (insert name of agency) to restore essential functions in the event of an emergency that affects operations.  This document establishes the (insert name of agency)’s COOP program procedures for addressing three types of extended disruptions:

· Loss of access to a facility (as in fire);

· Loss of services due to a reduced workforce (as in pandemic influenza); and

· Loss of services due to equipment or systems failure (as in information technology (IT) systems failure).

This plan details procedures for implementing actions to continue essential functions within the Recovery Time Objectives (RTOs) established by the (insert name of agency)’s COOP Team to maintain these essential functions for up to 30 days.

APPLICABILITY AND SCOPE

This section describes the organizational elements (e.g., divisions, offices, departments) covered by the plan, the times during which the plan is in effect, and its distribution.  It also describes generally the agency’s mission and goals.  Use the verbiage supplied below or insert language developed internally. 

This document applies to (insert name of agency) personnel in all departments and all locations where essential functions are conducted.  It also applies to the array of events and hazards that could threaten the agency and its performance of essential functions.   
The COOP plan is applicable to the following departments:

· (Insert the names of the departments who have essential functions within the agency)

The COOP plan does not apply to temporary disruptions of service including minor IT system or power outages and any other scenarios where essential functions can be readily restored in the primary facility.     

This COOP plan has been distributed to senior leadership in the (insert name of agency).  If appropriate include a distribution schedule.   

Training has been provided to (insert name of agency)’s personnel with identified responsibilities.  

This COOP plan outlines the actions that will be taken to activate a viable COOP capability within 12 hours of an emergency event and to sustain that capability for up to 30 days.  The COOP Plan can be activated during duty and non-duty hours, both with and without warning. 

The COOP plan covers all facilities, systems, vehicles, and buildings operated or maintained by (insert name of agency).  The COOP plan supports the performance of essential functions from alternate locations (due to the primary facility becoming unusable for a period that exceeds established RTOs), and also provides for continuity of management and decision-making at the agency in the event that senior leadership or technical personnel are unavailable. 

AUTHORITIES 

This section lists the authorities that were utilized during the COOP planning process.  Some authorities used in the development of this document are listed below.  Please revise to reflect the authorities utilized during the COOP planning process at the agency.  

· State of Maryland Executive Order 01.01.2013.06

· Federal Continuity Directive 1 & 2 (FCD 1 & 2)
· Continuity Guidance Circular 1 & 2 (CGC 1 & 2) 
· National Security Presidential Directive (NSPD) 51/Homeland Security Presidential Directive (HSPD) 20

REFERENCES

This section lists the references that were utilized during the COOP planning process.  Some references used in the development of this document are listed below.  Please revise to reflect the references utilized during the COOP planning process at the agency. 
· Emergency Management Accreditation Program (EMAP) Standard

· National Fire Protection Association (NFPA) 1600

List any other documents that are incorporated into the COOP planning process.

SITUATION 
This section addresses the situations that might affect and influence COOP planning such as number of personnel affected, whether the agency is located in a rural or urban area, size of the primary facility, and other details.  Below are examples of information that could be included.  Please revise to reflect the situations of your agency.
The following situations impact (insert name of agency)’s COOP plan:

· Agency “X” is located in Baltimore, MD, a complex urban environment, or Reisterstown, MD, a suburb of Baltimore, MD.
· The agency’s primary facility houses multiple departments including administration, human resources, operations, etc.  There are approximately forty total personnel, in addition to twenty contractors, and typically ten to twenty agency visitors on a daily basis.  

· The agency’s primary facility is located adjacent to railroad tracks and highways that carry hazardous materials.  Last year, there were twenty-five accidents on those highways closest to the primary agency facility, two of which affected the agency’s operations.

ASSUMPTIONS

This section lists the planning assumptions that guided the development of the plan, such as the training of personnel, resources available at primary and alternate facility locations, and other considerations.  Below are examples of information that could be included.  Please revise to reflect the assumptions of your agency.
· A disaster can occur with little or no warning, causing significant loss of life and environmental and economic damage.  In an emergency, it will be necessary to continue the essential functions of agencies in order to respond to day-to-day needs of citizens.  However, continuity of operations may be challenging because of absenteeism within the response agencies and civil unrest due to community mitigation measures.
· Employees who have been assigned specific responsibilities within the COOP plan are willing and able to carry out these responsibilities.
· Staff will be provided adequate training on this COOP plan such that they will be able to perform their duties during a COOP event.
· As part of their commitment to this plan, (insert name of agency)’s will engage in systematic assessments of procedures, resources, and training to ensure its continued ability to carry out its responsibilities as outlined in this plan.  
ORGANIZATION AND ASSIGNMENT OF RESPONSIBILITIES

This section identifies key positions within the agency and their responsibilities in the event of an emergency requiring COOP plan activation.  It addresses how to contact key personnel, contractors, and other key contacts.  It also addresses the policies and support available for agency personnel. 
Key Personnel

The sections below refer to where key personnel (department wise), the Rapid Recall List, and the External Call List are located.  Sample language is provided below.  Please revise to reflect your organization and plan.

Specific staffing requirements will vary widely among (insert name of agency) departments due to differences in their size, structure, mission, and essential functions.  Each essential function has associated personnel that are necessary to ensure continuity of operations.  Without these personnel, the agency will not be able to perform its essential functions or meet the needs of citizens, contractors, and agency visitors.  These personnel are necessary to carry out essential functions in support of the (insert name of agency)’s mission.  

Rapid Recall List
The internal call list or Rapid Recall List documents the contact information for employees who should be notified if the agency is threatened by or experiences an incident that requires COOP plan activation.

External Call List/Contacts
External contacts and vendors should be listed in Table 2 in the section “Essential Functions,” or in Appendix B, Essential Functions, as required resources supporting those functions.  Included is contact information for external vendors, suppliers, or others who would most likely need to be contacted if the agency is threatened by or experiences an incident that requires COOP plan implementation.   

COOP Plan Implementation Responsibilities

This section identifies key personnel within the agency and their responsibilities and positions during COOP plan implementation.  Examples are listed below.  Please revise based on the responsibilities and positions that have been determined by the agency.  If multiple teams exist, each team should be listed individually below.  

The following lists identify major responsibilities and positions of key personnel and leadership required to implement (insert name of agency)’s COOP plan.

The (Agency Head or individual and title in charge of COOP planning) is responsible for:

· Supporting and providing executive leadership for all emergency planning efforts;
· Activating the COOP plan;
· Providing policy direction, guidance, and objectives during an incident for the implementation of the COOP plan;
· Consulting with and advising appropriate officials during implementation of the COOP plan;
· [insert responsibility]

· [insert responsibility]

The COOP Coordinator is responsible for: 

· Developing, coordinating, and managing all activities required for the agency to perform its essential functions during an event or other situation that would disrupt normal operations;
· Remaining in constant communication with MEMA;    

· Coordinating implementation of the COOP plan and initiating appropriate notifications inside and outside the agency during COOP plan implementation;
· Preparing site support plans to facilitate the smooth transition of direction and operations from the primary location(s) to the alternate location;
· Coordinating appropriate lodging, food, and other arrangements with the alternate facility location, if appropriate, for leadership and staff who will not commute and need to remain overnight near the alternate location; 

· [insert responsibility]

· [insert responsibility]

The COOP Team is responsible for:

· Identifying management and policy issues;
· Creating a planning schedule and milestones for implementing COOP capabilities; 
· [insert responsibility]

· [insert responsibility]

The Reconstitution Manager is responsible for:

· Coordinating and overseeing the reconstitution process; 

· Forming a reconstitution team; 

· Developing a time-phased plan, listing functions and projects in order of priority for resuming normal operations;

· [insert responsibility]

· [insert responsibility]

Members of the Reconstitution Team are responsible for:

· Supporting development of the reconstitution plan and the processes and procedures to resume operations at the primary operating facility, a temporary operating facility, or a new or rebuilt operating facility; 
· Coordinating with appropriate organizations to obtain office space for reconstitution if the building is inhabitable;
· [insert responsibility]

· [insert responsibility]
The agency’s staff is responsible for:

· Understanding their continuity roles and responsibilities within their respective departments;
· Knowing and being committed, through trainings, to their duties in a continuity environment;

· Understanding and being willing to perform in continuity situations to ensure an organization can continue its essential functions;

· Ensuring that family members are prepared for and taken care of in an emergency situation;
· [insert responsibility]

· [insert responsibility]

Personnel Relations and Family Preparedness Planning

This section references where policies can be found that have been developed to address family shelter and daycare during an event; crisis counseling; family preparedness planning; leave policies; cross training; and other human capital management issues.  The agency might have already addressed these in an emergency assistance program or through human resource policies. You might reference those policies and programs here.  
CONCEPT OF OPERATIONS

This section describes what Concept of Operations is and the agency’s approach to implementing its COOP plan.  Sample language is below.  Please revise to fit the needs of the agency.
A COOP plan must be maintained at a high level of preparedness and be ready to be implemented without prior warning.  As such, the (insert name of agency) COOP Team has developed a concept of operations, which describes the approach to implementing the COOP plan.  

The plan can be fully implemented within 12 hours of activation and be capable of sustaining operations for up to 30 days.  The broad objective of this COOP plan is to provide for the safety and well-being of (insert name of agency) personnel, contractors, and visitors while enabling the agency’s continued operations during any crisis or event.  Specific COOP plan objectives include the following:
· Enable staff to perform essential functions;

· Identify essential personnel, back-up staff, and supporting staff for relocation or for performing essential functions;

· Ensure the alternate facility location can support essential functions; and

· Protect and maintain vital records, systems, and equipment.
The COOP plan is neither an evacuation plan nor an Emergency Action Plan. 

Below is a Level of Emergency and Decision Matrix to guide the implementation of the plan (this should be modified to fit the agency).  
Table 1
Sample Level of Emergency and Decision Matrix

	Level of Emergency
	Category
	Impact on Agency
	Decisions
	Potential Event

	I
	Alert
	An actual or anticipated event might have an adverse impact of up to 12 hours on any portion of the agency but does not require any specific response beyond what is normally available.  
	Impacted department alerts appropriate personnel of situation and requests needed assistance.  No COOP plan implementation required.
	Major weather event forecast to impact area.

	II
	Stand-by 


	An actual or anticipated event estimated to have minimal impact on operations for 12 to 72 hours that might require assistance beyond what is normally available.  
	Impacted department alerts appropriate personnel.  Members of the COOP Team are notified and placed on stand-by.  Limited COOP plan implementation depending on individual department requirements.  
	Coastal storm approaching the coastline where agency facilities are located.

	III
	Partial Implementation 
	An actual event estimated to disrupt the operations of essential functions for three to seven days.
	Impacted department alerts senior leadership.  COOP Team members alerted and instructed on the full or partial implementation of the COOP plan.  Implementation of the COOP plan approved by the senior leadership.  Might require the mobilization of all resources.  Might also require the activation of orders of succession.  Might require the movement of some personnel to an alternate facility location for a period of more than three days but less than seven days.  Event requires command and control resources be applied to the issue.
	Small fire localized to one wing or floor of the building.

	IV
	Full Implementation
	An actual event that significantly disrupts the operations of essential functions for more than seven days.  
	Impacted department alerts senior leadership.  COOP Team members alerted and instructed on the full or partial implementation of the COOP plan.  Might require activation of orders of succession.  Might require the movement of significant number of personnel to an alternate location for a period of more than seven days.  Event requires command and control resources be applied to the issue, and may require the complete mobilization of all resources.
	Gas line explosion has caused extensive structural damage to the facility.


ESSENTIAL FUNCTIONS

This section includes a list of the agency’s prioritized essential functions and the resources required to support them.  Refer to Worksheet #6, Summary of Resource Requirements for Essential Functions, if used or insert appropriate information here or in an appendix.  Sample language is provided below.

Using the criteria established by the (insert name of agency) COOP Team, the agency has identified essential functions and personnel who have roles in performing those functions to meet its responsibilities to citizens, personnel, contractors, and visitors. 

The agency also has prioritized its functions by determining the essential functions’ RTO.  A listing of the agency’s prioritized essential functions and their RTOs, along with all supporting resources including essential personnel and vital records, systems, and equipment required to execute them is shown in Table 2.    

Table 2
Essential Functions

	Essential Function
	Essential Personnel and Back-up
	Vendors and External Contacts
	Vital Records
	Equipment
	Systems
	RTO

	Payroll
	John Smith

Jane Doe

Joe Johnson
	DOA
	Payroll Records
	PC, phone
	Internet Access to CIPPS software
	12 to 72 hours

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


SCENARIO 1:  LOSS OF ACCESS TO A FACILITY
______________________________________________________________________________The following section addresses the agency’s procedures when the COOP plan is implemented due to the loss of an operating facility, with or without advance notice.  

Assumptions 

This section lists assumptions, which are general statements identified to guide the agency in the development of its COOP plan.  The questions below will help clarify what the agency will and will not be able to do in the event of the loss of access to a facility.

· Has the agency identified events or potential events that can adversely impact the agency’s ability to continue essential functions and services to citizens, personnel, contractors, and visitors?

· If a COOP event is declared, have personnel received proper training regarding plan implementation?

· Have memoranda of understanding (MOUs) and mutual aid agreements been established for additional resources (e.g., personnel, facilities, and equipment) to continue essential functions?

The bullets below serve as examples.  Tailor assumptions to meet each agency’s specific situation and needs.

· The agency is vulnerable to a full range of hazards (man-made, natural, and technological disasters).

· Leadership and personnel will continue to recognize their responsibilities to public safety and exercise their authority to implement the COOP plan in a timely manner when confronted with disasters.

· If properly implemented, this COOP plan will reduce or prevent disaster-related losses. 

· Loss of facility may occur during duty or non-duty hours.

COOP Alert and Notification

In this section, the agency can develop a checklist of procedures for notification of the COOP Team, key personnel, and others of the decision to implement the COOP plan.  If notification procedures and processes are currently in place, reference where those procedures are located or insert them here. 

If notification procedures to alert the COOP Team, key personnel, and others are not currently in place, some questions to consider when completing this section are:

· Who is responsible for contacting key personnel?

· What protocols or procedures are utilized to contact key personnel during day-to-day operations?  During emergency situations?

· Does the agency currently use notification software or systems to notify leadership and staff (e.g., reverse 911, automated call tree, text message, or others)?
· Has the COOP Coordinator been identified beforehand?

· Is there a clear understanding beforehand of the COOP Team’s roles and responsibilities?

The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific needs and processes.

· Executive Leadership or designee determines the need for and activates the COOP plan. 

· COOP Coordinator notifies COOP Team and other emergency personnel of activation and provides initial directions.  (For example, “Arrive at designated meeting location within two hours for initial assessment.”)

· COOP Coordinator notifies facility and operations personnel of activation.

Additional notification measures within 12 hours of activation include:

· COOP Coordinator notifies (insert name of agency)’s Public Information Officer (PIO) of activation and coordinates any necessary press release or public messages.  (For example, “The office is temporarily closed until further notice.”)    

· COOP Coordinator or designee notifies all current active vendors, contractors, and suppliers of the COOP plan activation and provides direction on activities that will need to be altered, suspended, or enhanced as a result. 

· As appropriate and necessary, the COOP Coordinator notifies the primary points of contact for surrounding organizations and jurisdictions of the COOP plan activation, any potential consequences, and planned alternate actions that might be required until normal operations can be restored.

COOP Plan Implementation 

Implementation of the plan is based on three phases of operation:  
· Activation and relocation 
· Alternate facility operations 
· Reconstitution
Phase I – Activation and Relocation

In this section, the agency can develop a checklist of procedures for activation and relocation.  Some questions to consider when completing this section are:

· Does the agency have back-up procedures in place for vital records and databases?

· What protection methods are in place to reduce loss of essential equipment and files?

· Are key personnel assigned to transport vital resources to the alternate facility?
· Do key personnel have a method of transportation to the alternate facility?
The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific needs and processes.

· Once notified that the COOP plan is implemented, the COOP Coordinator notifies key personnel and back-up staff for affected essential functions to be activated from the Rapid Recall List. 

· Within three hours, activated personnel assemble at the alternate facility location. 

· The COOP Coordinator in conjunction with the PIO (or other position) initiates activities to guide the actions being taken by the agency, including alert, notification, and guidance to support personnel and the public (e.g., reduction in services or operational hours).

· Department leaders confirm the safe evacuation of staff from the facilities, if applicable, and account for personnel throughout the duration of the COOP event.  Supervisors and managers make contact with staff under their span of control via use of the staff contact list.  The COOP Coordinator is responsible for keeping personnel contact lists current and maintaining the lists in hard copy off-site.  

Phase II – Alternate Facility Operations

In this section, the agency can develop a checklist of procedures for personnel who have relocated to the alternate facility.  Some questions to consider when completing this section are:

· Do key personnel understand the established chain of command?

· Do key personnel understand the operating procedures at the alternate facility?

· Have orders of succession been activated?

· Have delegations of authority been clearly identified?

· Does the agency have personnel accountability (tracking personnel, contractors, and their location) procedures in place? 

The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific needs and processes.

· Activated key personnel continue essential operations. 

· COOP Coordinator provides additional guidance as required by the situation to non-designated employees via the (insert alert and notification procedure) and through other available means.
· COOP Team provides general policies and procedures of alternate facility to key personnel.
· COOP Team or Reconstitution Manager initiates efforts to return to normal operations (reconstitution).

Phase III – Reconstitution

In this section, the agency can develop a checklist of procedures for essential personnel to assist them in returning to normal operations and back to the primary facility.  Some questions to consider when completing this section are:

· Has the agency developed general policies and procedures on ceasing alternate facility operations and returning to non-emergency status?

· Has the agency identified procedures for transition of vital resources, records, and equipment from the alternate to primary facility?
· Who will be responsible for conducting a “hot wash” and completing the After Action Report (AAR) that provides specific solutions to correct any areas of concern that occurred during the activation?

The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific needs and processes.

· Key personnel continue to provide essential services.

· Executive Leadership or designee informs agency personnel that the threat of, or actual emergency, no longer exists, and provides instructions for resumption of normal operations and staffing.  Announcement is disseminated via established notification procedures.

· Agency reports the status of reconstitution to contractors, agency partners, and other key contacts (local jurisdictions, vendors, etc.), as applicable.
· Agency conducts a “hot wash” or review of its COOP operations and the effectiveness of its plans and procedures as soon as possible. 

SCENARIO 2:  LOSS OF SERVICES DUE TO A REDUCTION OF WORKFORCE
______________________________________________________________________________
The following section addresses the procedures when the COOP plan is activated due to the loss of services from a reduction in workforce, with or without advance notice.  
For more information on Pandemic Influenza COOP planning refer to http://www.saintelizabethonline.com/downloads/San_Francisco.pdf and http://sfcdcp.org/biztools.html.
Assumptions 

This section lists assumptions, which are general statements identified to guide the agency in the development of its COOP plan.  The questions below will help clarify what the agency will and will not be able to do in the event of a loss of services due to a reduced workforce.  The agency also can reference and insert existing pandemic influenza or other health related assumptions if applicable.
· Has the agency identified events or potential events that can adversely impact the agency’s ability to continue essential functions and services because of a reduced workforce?

· Has the agency established orders of succession at least three to five people deep?

· Have leadership and staff been properly cross-trained?

· What alternate work arrangements has the agency made regarding a reduction of workforce?

The bullets below serve as examples.  Tailor assumptions to meet each agency’s specific situation and needs.

· The agency is vulnerable to the full range of hazards (man-made, natural, and technological disasters).
· Leadership and employees have been cross-trained.
· If properly implemented, this COOP plan will reduce or prevent disaster-related losses. 

· A reduction in workforce might occur during or after operating hours.
· The agency has implemented reduction in workforce policies and procedures, such as cross training and alternate work arrangements (i.e., telework).

COOP Alert and Notification

In this section, the agency can develop a checklist of procedures for notification of the COOP Team, leadership, staff, and others of the decision to implement the COOP plan.  If notification procedures and processes are currently in place, reference where those procedures are located or insert them here.  Alternatively, reference the procedures developed in the previous section addressing loss of facility.  Some questions to consider when completing this section are:  

· Who is responsible for assessing the situation?

· Who is responsible for contacting key personnel?

· What protocols or procedures are utilized to contact key personnel during day-to-day operations?  During actual events?

· Does the agency currently use notification software or systems to notify leadership and staff (e.g., reverse 911, automated call tree, text message, or others)?
The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific needs and processes.

· Executive Leadership or designee determines the need for and activates the COOP plan. 

· COOP Coordinator notifies COOP Team and other emergency personnel of activation and provides initial directions.  (For example, “Arrive at designated meeting location within two hours for initial assessment.”)

Additional notification measures within 12 hours of activation include:

· COOP Coordinator notifies (insert name of agency)’s PIO of activation and coordinates any necessary press release or public messages.  (For example, “The office is temporarily closed until further notice.”)     

· COOP Coordinator or designee notifies all current active vendors, contractors, and suppliers of the COOP plan activation and provides direction on activities that will need to be altered, suspended, or enhanced as a result.

COOP Plan Implementation 
Implementation of the plan is based on three phases of operation:  
· Activation and relocation 
· Alternate facility operations 
· Reconstitution

Phase I – Activation and Relocation

In this section, the agency can develop a checklist of procedures for activation and relocation.  Add all triggers for a pandemic COOP activation.  Many of the same procedures that were identified in the previous section addressing loss of access to a facility may be utilized here.  Some questions to consider when completing this section are:

· What steps can be taken to make vital records, databases, and systems accessible via telecommuting?

· Has the agency identified alternate facilities and alternate work arrangements? (i.e., telecommuting)  

· Has the agency decided to reduce operating hours or locations due to workforce reduction?

· Has the agency activated orders of succession?

· Have delegations of authority been implemented?
· Are there new essential functions that the agency must take on that are specific to pandemic influenza?
The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific needs and processes.

· Once notified that the COOP plan is implemented, the COOP Coordinator notifies key personnel and back-up staff for affected essential functions to be activated from the Rapid Recall List.

· Activated staff is informed of their roles and responsibilities and are directed to report to alternate facility locations or use alternate working arrangements, if applicable.

· The COOP Coordinator in conjunction with the PIO (or other position) initiates activities to guide the actions being taken by the agency, including alert, notification, and guidance to support personnel and the public (e.g., reduction in services or operational hours).

Phase II – Alternate Facility Operations OR Alternate Workforce Operations
(NOTE: Some of the content in this phase may not be relevant in a reduced workforce scenario.)  In this section, the agency can develop a checklist of procedures for personnel who have relocated to the alternate facility or have alternate working arrangements.  Many of the same procedures that were identified in the previous section addressing loss of access to a facility may be utilized here.  Some questions to consider when completing this section are:

· Are orders of succession still in place?

· Have delegations of authority been clearly identified?

· Have procedures been developed to identify and use non-designated staff as resources to support continued operations?

· What policies and procedures have been considered regarding an extended reduction in workforce?  (i.e., Human Resource Policies)
· What policies and procedures have been considered regarding an extended leave for affected workforce?  (i.e., Human Resource Policies)
· If necessary, how will the agency support extended telecommuting operations, and what are the policies and procedures?
· In case of pandemic influenza, the agency should research the telecommuting capabilities of essential employees to ensure that these employees can access the necessary equipment and infrastructure.

The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific needs and processes.

· Activated personnel continue essential operations.
· COOP Coordinator provides additional guidance as required by the situation to non-designated staff via the (insert alert and notification procedure) and through other available means.

· COOP Team provides general policies and procedures of alternate facility/work arrangements to key personnel.

· COOP Team or Reconstitution Manager initiates efforts to return to normal operations (reconstitution).
Telework Capabilities

Insert a chart listing the employee name, position, access to a computer, and ability to access agency systems and vital records remotely.  List those positions eligible for telecommuting in case of pandemic influenza.  If there are positions that may not telecommute list those as well.  List how the agency will mitigate risk for those positions that must report (see Personal Protective Equipment and Countermeasure and Vaccination Policies Sections).

	Employee Name and Title
	Laptop or Home Computer Access
	Remote Access to Vital Records and Systems (Internet and Intranet)
	Ability of Job Type to be Performed Remotely
	Eligible to Telecommute

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Personal Protective Equipment

Will any employees need to receive enhanced personal protective equipment in order to report to work?

Countermeasure and Vaccination Policies

Reference any plans to distribute anti-viral medications and vaccines to employees.  List those employees that are key personnel for continuing essential functions and must receive these countermeasures.  In some cases all agency employees will be considered key personnel.
Phase III – Reconstitution

(NOTE: This phase may not be relevant to a reduced workforce scenario.)  In this section, the agency can develop a checklist of procedures for key personnel to assist them in returning to normal operations and back to their primary facility.  Many of the same procedures that were identified in the previous section addressing loss of access to a facility may be utilized here.  Some questions to consider when completing this section are:

· Has the agency developed general policies and procedures on ceasing alternate work arrangement operations and returning to non-emergency status?
· Has the agency developed procedures to resume full operational hours and staffing?
· Who will be responsible for conducting a “hot wash” and completing the AAR that provides specific solutions to correct any areas of concern that occurred during the activation?
The bullets below serve as examples.  Tailor procedures to meet each agency’s specific needs and processes.

· Key personnel continue to provide essential services.

· Executive Leadership or designee informs agency personnel that the threat of, or actual event, no longer exists, and provides instructions for resumption of normal operations and staffing.  Announcement is disseminated via established notification procedures.

· Agency conducts a “hot wash” or review of its COOP operations and the effectiveness of its plans and procedures as soon as possible. 
· Agency reports the status of reconstitution to contractors, agency partners, and other key contacts (local jurisdictions, vendors, etc.), as applicable.

SCENARIO 3:  LOSS OF SERVICES DUE TO EQUIPMENT OR SYSTEM FAILURE

______________________________________________________________________________
The following section addresses the procedures when the COOP plan is implemented from the loss of services due to equipment or system failure, with or without advance notice.  

Assumptions 

This section lists assumptions, which are general statements identified to guide the agency in the development of its COOP plan.  The questions below can help clarify what the agency will and will not be able to do in the event of a loss of services due to equipment or system failure.

· Has the agency identified interim processes if equipment or systems are unavailable?  (e.g., the continuation of the ability to cut checks)

· Have MOUs or mutual aid agreements been developed for utilization of alternate systems or equipment?

The bullets below serve as examples.  Tailor assumptions to meet each agency’s specific situation and needs.

· If properly implemented, this COOP plan will reduce or prevent disaster-related losses.

· Loss of equipment or systems might occur during or after operating hours.
· Leadership and personnel will continue to recognize their responsibilities to public safety and exercise their authority to implement the COOP plan in a timely manner when confronted with disasters.
· The agency has established interim processes for various operating procedures as necessary.

COOP Alert and Notification

In this section, the agency can develop a checklist of procedures for notification of the COOP Team, leadership, staff, and others of the decision to implement the COOP plan.  If notification procedures and processes are currently in place, reference where those procedures are located or insert them here.  Alternatively, reference the procedures developed in the previous section addressing loss of facility.  Some questions to consider when completing this section are:

· Who is responsible for contacting key personnel?

· What protocols or procedures are utilized to contact key personnel during day-to-day operations?  During actual events?
· Who is responsible for notifying the vendor of the affected service?
· Who is responsible for contacting the back-up vendor of the affected service?
The bullets below serve as examples.  Tailor the procedures to meet each agency’s needs and processes.

· COOP Coordinator notifies COOP Team and other emergency personnel of activation and provides initial directions.  (For example, “Arrive at designated meeting location within two hours for initial assessment.”)
· Executive Leadership notifies the departments of IT, Facilities, and/or Utilities, as appropriate.

Additional notification measures within 12 hours of activation include:

· COOP Coordinator notifies (insert name of agency)’s PIO of activation and coordinates any necessary press release or public messages (e.g., “Agency visitation is prohibited until further notice”). 

· COOP Coordinator or designee notifies all current active vendors, contractors, and suppliers of the COOP plan activation and provides direction on activities that will need to be altered, suspended, or enhanced as a result.

COOP Plan Implementation 
Implementation of the plan is based on three phases of operation:  
· Activation and relocation 
· Alternate facility operations 
· Reconstitution
Phase I – Activation and Relocation

In this section, the agency can develop a checklist of procedures for activation and relocation.   Many of the same procedures that were identified in the previous section addressing loss of access to a facility may be utilized here.  Some questions to consider when completing this section are:

· Does the agency have back-up procedures in place for vital records, databases, and systems?

· Does the agency utilize a hot site?

· Have MOUs or mutual aid agreements been established with neighboring organizations or jurisdictions that use similar systems?

· Will the agency activate interim processes if equipment or systems are unavailable?
The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific needs and processes.

· Once notified that the COOP plan is implemented, the COOP Coordinator notifies key personnel and back-up staff for affected essential functions to be activated from the Rapid Recall List. 

· Activated staff is informed of roles and responsibilities and are directed to report to alternate facility locations or another site where system access is available.  

· Within 12 hours, available MOUs or mutual aid agreements have been activated for the utilization of alternate systems or equipment.
Phase II – Alternate Facility Operations

In this section, the agency can develop a checklist of procedures for personnel who have relocated to the alternate facility.  Many of the same procedures that were identified in the previous section addressing loss of access to a facility may be utilized here.  Some questions to consider when completing this section are:  
· Does the agency have personnel accountability (tracking personnel, contractors, and their location) procedures in place?  

· If necessary, how will the agency support extended telecommuting operations when systems or equipment fail?
· Do key personnel understand the operating procedures at the alternate facility?
The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific needs and processes.

· Activated key personnel continue essential operations.
· COOP Team provides general policies and procedures of alternate facility to key personnel.
· COOP Team or Reconstitution Manager initiates efforts to return to normal operations (reconstitution).

Phase III – Reconstitution

In this section, the agency can develop a checklist of procedures for key personnel to assist them in returning to normal operations and back to their primary facility.  Many of the same procedures that were identified in the previous section addressing loss of access to a facility may be utilized here.  Some questions to consider when completing this section are:  
· Has the agency developed general policies and procedures on ceasing alternate work arrangement operations and returning to non-emergency status?

· Who will be responsible for conducting a “hot wash” and completing the AAR that provides specific solutions to correct any areas of concern that occurred during the activation?

The bullets below serve as examples.  Tailor the procedures to meet each agency’s specific needs and processes.

· Executive Leadership or designee informs personnel that the threat of, or actual event, no longer exists and provides instructions for resumption of normal operations and staffing.  Announcement is disseminated via established notification procedures.

· The agency reports the status of reconstitution to contractors, agency partners, and other key contacts (local jurisdictions, vendors, etc.), as applicable. 

· Agency conducts a “hot wash” or review of its COOP operations and the effectiveness of its plans and procedures as soon as possible. 
ORDERS OF SUCCESSION
This section lists the orders of succession needed for the agency’s director and designated leaders or other key personnel.  If used, refer to Worksheet #4: Orders of Succession, or insert appropriate information here or in an appendix.  

Table 3
Orders of Succession
	Key Position
	Successor 1
	Successor 2
	Successor 3
	Successor 4

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


DELEGATIONS OF AUTHORITY

This section lists the delegations of authority for the agency’s director and designated leaders or other key personnel along with the triggering conditions, procedures, and limitations of the delegation.  If used, refer to Worksheet #5: Delegations of Authority, or insert appropriate information here or in an appendix. 

Table 4
Delegations of Authority
	Authority
	Position Holding Authority
	Triggering Conditions
	Procedures
	Limitations

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


ALTERNATE FACILITY LOCATIONS

This section details the alternate locations for the agency.  If used, refer to Worksheet #8: Alternate Facility Location Options, or insert appropriate information here or in an appendix.  Sample language is provided below.  

(Insert name of agency) recognizes that normal operations may be disrupted and that there may be a need to perform essential functions at an alternate facility location.  Alternate locations are listed below or in Appendix X.  

Table 5
COOP Alternate Facility Location Sites

	Alternate Facility Location Information

	Address
	

	Phone Number
	

	Alternate Location Point of Contact
	

	Directions
	

	Map
	


	Alternate Facility Location Information

	Address
	

	Phone Number
	

	Alternate Location Point of Contact
	

	Directions
	

	Map
	


GO-KITS
This section describes what is suggested to be included in go-kits for COOP activities.  Below is an example.

COOP Go-Kit

The COOP Go-Kit should include standard operating procedures, emergency plans, operating orders or regulations, and other relevant guidance that is not already pre-positioned at an alternate location.  Other documents that might be included in the COOP Go-Kit include: 
· The agency’s COOP plan;

· Current contact lists for personnel and external parties;

· Formatted computer diskettes, CD-ROMs, or memory sticks;

· General office supplies (small amount);

· Cellular telephone, Blackberry, Nextel, PDA device;

· Office contact information;

· Current equipment report;

· Current software report; and

· Current vital records, files, and databases.

MULTI-YEAR STRATEGY AND PROGRAM MANAGEMENT

This section describes the overall management of the COOP program.  It includes the names of the members of the COOP Team and details their roles and responsibilities.  Sample language is provided below. Tailor the responsibilities to reflect the roles and responsibilities designated by the agency. 
Agency leadership and the COOP Team are responsible for the implementation of the (insert name of agency) COOP program.  While the COOP plan serves as the guide during activation and recovery, the COOP program provides the framework and structure to guide continuity of operations planning.  

Suggested roles and responsibilities of the COOP Team include:

· Maintaining documents that grant authority for the creation, modification, ongoing maintenance, and execution of the COOP plan; 

· Identifying issues that will impact the frequency of changes required to the COOP plan; 

· Establishing a review cycle;

· Establishing a testing and exercise cycle; and

· Guiding and prioritizing mitigation activities that the (departments, units, or other) need to undertake.
Table 6
(Insert name of agency) COOP Team

COOP Team Coordinator:  (Insert Name and Title)

Assistant COOP Team Coordinator:  (Insert Name and Title)
  
	Name
	Title and Department
	Telephone
	E-mail Address

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


TRAINING, TESTING, AND EXERCISES

This section discusses the training, testing, and exercise activities of the COOP plan and agency staff.  This section addresses how often training is conducted for new and current staff and executive leadership, and when the plan is tested and exercised.  Sample language is provided below.  Please tailor this section to reflect the practices of the agency.   

To maintain the agency’s COOP capability, an all-hazard COOP training, testing, and exercise program will be established.  Major components of this program will include training all leadership and staff in their COOP responsibilities; conducting periodic exercises to test and improve COOP plans, procedures, systems, and equipment; and instituting a multi-year planning process to ensure continual plan updates in response to changing conditions.

Training

This section defines the types of training new and existing personnel, both key and supportive, will receive.  Examples are listed below:  

· Introduction to COOP planning (new personnel and contractors);
· COOP plan Activation and Relocation (key personnel);
· Cross-training for essential functions (supportive personnel);
· National Incident Management System (responders and leadership); and
· Incident Command System (responders and leadership).
Testing and Exercises

This section describes generally what tests and exercises are and their intended goals and objectives.  Please list scheduled plan tests and exercises.  Generally, it is recommended to exercise the COOP plan annually.   

Exercise Evaluation

This section describes how AARs will be completed.  It is important to list who is responsible for completing AARs and incorporating any lessons learned back into the COOP plan.

COOP PLAN MAINTENANCE

This section discusses the activities associated with maintaining the COOP plan.  It is important to set up a maintenance time-frame and designate responsibility for ensuring that it is completed.  It also details who is responsible for maintenance of the actual plan.  Sample language and a sample maintenance schedule are below.  A plan should be updated at least annually but more often if personnel change, equipment changes, or new processes are instituted for protecting vital records.

Plan Maintenance

(Insert name of agency)’s (insert name of department) Department is the lead in ensuring that the COOP plan is updated and maintained in accordance with established schedules.  

Whenever the plan is updated, it should be reissued with the update recorded on the COOP Plan Record of Changes.  

The following lists identify major responsibilities of essential personnel and leadership required for development and maintenance of (insert name of agency)’s COOP planning program.

The (Agency Head or individual and title in charge of the COOP planning program) is responsible for:

· Leading and ensuring overall support and execution of the COOP planning program;
·  [insert responsibility]

· [insert responsibility]

The COOP Coordinator is responsible for: 

· Ensuring that the plan is maintained and revised, according to the schedule developed by the COOP Team; 

· Coordinating the COOP training, testing, and exercise program;
· [insert responsibility]

· [insert responsibility]

The COOP Team is responsible for:

· Creating a planning schedule and milestones for developing COOP capabilities and obtaining plan approval; 
· [insert responsibility]

· [insert responsibility]

The agency’s personnel and contractors are responsible for:

· Reviewing and understanding responsibilities related to COOP support functions and performance of essential functions at an alternate location;
· [insert responsibility]

· [insert responsibility]

The following is a sample list of standard activities needed to maintain COOP plans and the frequency of their occurrence.
Table 8
Sample COOP Plan Maintenance Schedule
	Activity
	Tasks
	Department/Personnel Responsible
	Frequency

	COOP plan update and certification
	Review entire plan for accuracy.
Incorporate lessons learned and changes in policy and philosophy.
Manage distribution.
	
	Annually

	Maintain orders of succession and delegations of authority
	Identify current incumbents.
Update rosters and contact information.
	
	Semiannually

	Maintain alternate location readiness
	Check all systems.
Verify accessibility.
Cycle supplies and equipment, as necessary.

Maintain point of contact information.
	
	Monthly

	Monitor and maintain vital records program
	Monitor volume of materials.
Update and remove files.
	
	Ongoing

	Revise COOP checklists and contact information for essential personnel
	Update and revise COOP checklists.
Confirm and update essential personnel information.
	
	Annually


ACRONYMS AND DEFINITIONS

Acronyms

AAR

After Action Report
BIA

Business Impact Analysis

CGC 

Continuity Guidance Circular 
COG

Continuity of Government
COOP

Continuity of Operations

DHS

Department of Homeland Security


DRT

Disaster Recovery Team

EAS 

Emergency Alert System

ECO

Emergency Coordination Officer

EMAC
Emergency Management Assistance Compact

EMAP

Emergency Management Accreditation Program
FCD 

Federal Continuity Directive  
FEMA

Federal Emergency Management Agency
FOIA

Freedom of Information Act
GIS

Geographic Information System

HSEEP
Homeland Security Exercise and Evaluation Program

ICS

Incident Command System 
MEMA
Maryland Emergency Management Agency

ITDR

Information Technology Disaster Recovery
MOU

Memorandum of Understanding

NIMS

National Incident Management System

NWS

National Weather Service
PIO

Public Information Officer

POC

Point of Contact
SMA

Statewide Mutual Aid
RTO

Recovery Time Objective
Definitions 

Activation – When all or a portion of the COOP plan has been put into motion.

Alternate Location – A location, other than the normal facility, used to process data and/or conduct essential functions in the event of a disaster.  Similar Terms: Alternate Operating Facility, Alternate Processing Facility, Alternate Office Facility, and Alternate Communication Facility.

Business Impact Analysis (BIA) – A method of identifying the effects of failing to perform a function or requirement. 
Cold Site – An alternate site that is reserved for emergency use, but which requires the installation of equipment before it can support operations.  Equipment and resources must be installed in such a facility to duplicate the essential functions of an organization.  Cold sites have many variations depending on their communication facilities, uninterruptable power supply systems, or mobility.
Continuity of Government (COG) – Preservation of the institution of government.  Maintaining leadership through succession of leadership, delegation of authority, and active command and control.
Continuity of Operations (COOP) – The effort to assure that the capability exists to continue essential functions across a wide range of potential emergencies. 

Continuity of Operations (COOP) Coordinator – Serves as the agency’s manager for all COOP activities.  The Coordinator has overall responsibility for developing, coordinating, and managing all activities required for the agency to perform its essential functions during an emergency or other situation that would disrupt normal operations.  The first step in the COOP planning process is selecting a COOP Coordinator.   
Continuity of Operations (COOP) Plan – A set of documented procedures developed to provide for the continuance of essential functions during an emergency.

Delegations of Authority – Pre-delegated authorities for making policy determinations and decisions at headquarters, field levels, and other organizational locations as appropriate. Generally, these will be identified by position, and will take effect when normal channels of direction have been disrupted and will lapse when these channels have been reestablished.

Devolution – The capability to transfer statutory authority and responsibility for essential functions from an agency’s primary staff and facilities to alternate staff and facilities and to sustain that operational capability for an extended period.

Emergency Preparedness – The discipline which ensures an organization’s or community's readiness to respond to an emergency in a coordinated, timely, and effective manner.

Essential Functions – Activities, processes, or functions which could not be interrupted or unavailable for several days without significantly jeopardizing the operation of an organization.  Essential functions enable an organization to provide vital services, exercise civil authority, maintain safety of the general public, and sustain the industrial/economic base during a disruption of normal activities. 
Emergency Management Assistance Compact (EMAC) – Congressionally ratified compact that provides form and structure to interstate mutual aid.  During a disaster, it allows a state to request and receive assistance from other member states.
Facility – A location where an organization’s leadership and staff operate, containing the equipment, supplies, and voice and data communication lines to conduct operations required to maintain business under normal conditions. 

Homeland Security Exercise and Evaluation Program (HSEEP) – A capabilities and performance-based program that provides terminology, doctrine, and policy for designing, planning, conducting, and evaluating homeland security exercises. 

Hot Site – An alternate facility that has the equipment and resources to recover the essential functions or information systems affected by the occurrence of a disaster.  Hot sites may vary in the type of facilities offered (such as data processing, communication, or any other essential business functions needing duplication).  Location and size of the hot site will be related to the equipment and resources needed.  

Implementation Procedure Checklist – A list of the immediate actions to take once the COOP plan is implemented.  

Incident Command System (ICS) – A management system used to organize emergency response.  ICS offers a scalable response to an incident of any magnitude, and provides a common framework within which people can work together.  These resources may be drawn from multiple agencies that do not routinely work together.  The system is designed to grow and shrink along with the incident, allowing more resources to be added into the system when needed and released when no longer needed.  The key aspect of ICS helps to reduce or eliminate the "who's in charge" problem.
Key Personnel – Personnel designated by their division as critical to the resumption of essential functions and services.
National Incident Management System (NIMS) – A consistent nationwide template to enable federal, state, local, and tribal governments, private-sector, and nongovernmental organizations to work together effectively and efficiently to prepare for, prevent, respond to, and recover from domestic incidents, regardless of cause, size, or complexity, including acts of catastrophic terrorism. 

Orders of Succession – A list that specifies by position who will automatically fill a position during an emergency in the event that any of those officials are unavailable to execute their legal duties.
Reconstitution – The process by which agency personnel resume normal business operations after the emergency or disruption ceases and is unlikely to resume, from the original or replacement primary operating facility.
Record Retention – Storage of historical documentation for a set period of time usually mandated by state or federal law or by the Internal Revenue Service.

Recovery – Implementation of prioritized actions required to return an organization’s processes and support functions to operational stability following an interruption or disaster. 
Recovery Time Objective (RTO) – The period of time in which systems, applications, or functions must be recovered after an outage. 

Response – Those activities and programs designed to address the immediate and short-term effects of the onset of an emergency or disaster.

Risk – Likelihood of an ongoing or impending concern that has a significant probability of adversely affecting business continuity.

Risk Assessment – The identification and assessment of hazards.
Risk Analysis – An evaluation of the probability that certain risks will occur and the controls to reduce organizational exposure to such risk.
Risk Management – The process of identifying, controlling, and minimizing the impact of events and their consequences, which also ensures that an organization does not assume an unacceptable level of risk.
Risk Mitigation –The application of measures to reduce the likelihood of a risk
Test Plan – The recovery plans and procedures that are used in a systems test to ensure viability. A test plan is designed to exercise specific action tasks and procedures that would be encountered in a real disaster.

Vital Records, Systems, and Equipment – Records, files, documents, or databases that are needed to support essential functions during a continuity situation, which, if damaged or destroyed, would cause considerable inconvenience and/or require replacement or re-creation at considerable expense.  For legal, regulatory, or operational reasons these records cannot be irretrievably lost or damaged without materially impairing the organization's ability to conduct business.

Vulnerability – The susceptibility of an agency or division to a threat or hazard.  The degree of vulnerability to a hazard depends upon its risk and consequences.

Warm Site – An alternate processing site which is only partially equipped with hardware, communications interfaces, and electrical and environmental conditioning.  The site is capable of providing backup after additional provisioning, software, or customization is performed. 
APPENDICES

The appendices listed below are optional.  If you inserted the information into your plan, you do not need to include an appendix.

Appendix A: Personnel Contact List (Rapid Recall List)
Appendix B: Essential Functions
Appendix C: Modes of Communication
Appendix D: Orders of Succession
Appendix E: Delegations of Authority
Appendix F: Vital Records, Systems, and Equipment
Appendix G: Alternate Facility Locations
APPENDIX A: PERSONNEL CONTACT LIST (RAPID RECALL LIST)

The Personnel Contact List contains the names and contact information for management, supervisory staff, and key personnel who should be contacted if the agency experiences a situation that causes, or may potentially cause, a major disruption to its operations.

If you used the worksheets, reference and insert Worksheet #10: Personnel Contact List into this appendix.

NOTE:  This data may be currently housed electronically or in another location.  You may reference that location rather than re-create that data here. 

APPENDIX B: ESSENTIAL FUNCTIONS

If used, reference and insert Worksheet #6: Summary of Resource Requirements for Essential Functions into this appendix.  

APPENDIX C: MODES OF COMMUNICATION

If used, reference and insert Worksheet #9: Modes of Communication into this appendix.  

APPENDIX D: ORDERS OF SUCCESSION

If used, reference and insert Worksheet #4: Orders of Succession into this appendix.  

APPENDIX E: DELEGATIONS OF AUTHORITY

If used, reference and insert Worksheet #5: Delegations of Authority into this appendix.  

APPENDIX F: VITAL RECORDS, SYSTEMS, AND EQUIPMENT

If used, reference and insert Worksheet #2: Vital Records, Systems, and Equipment and Worksheet #3: Vital Records, Systems, and Equipment Protection Methods into this appendix.

APPENDIX G: ALTERNATE FACILITY LOCATIONS

If used, reference and insert Worksheet #7: Requirements for Alternate Facility Locations and Worksheet #8: Alternate Facility Locations Options into this appendix.

Directions and maps to the alternate locations should be inserted here.   

Primary Location to Alternate Location 1

	Primary Location:

(insert address)

Alternate Location 1:

(insert address)

Total Distance: 

Total Time: 


Primary Location to Alternate Location 2

	Primary Location:

(insert address)

Alternate Location 2:

(insert address)

Total Distance: 

Total Time: 


APPENDIX H: AGENCY ORGANIZATIONAL CHART
Insert a copy of the agency organizational chart.
APPENDIX I: JOB AIDES FOR ESSENTIAL FUNCTIONS
Insert a Job Aide for each essential function.

Department: 

Essential Function: 

Description of the essential function:

	1. Priority
	

	2. RTO (Recovery Time Objective)
	

	3. List of all positions/departments necessary to support this function
	

	4. Key position to this function
	

	5. Authority/law
	

	6. Title of Successor 1

List any limitations to authority
	

	7. Title of Successor 2

List any limitations to authority
	

	8. Title of Successor 3

List any limitations to authority
	

	9. Vital records for this function (include the form of record, i.e. paper, electronic)
	

	10. Location of records
	

	11. Backup for the vital records and the location of the backup
	

	12. Vital systems (networks) supporting this function
	

	13. Backup for the vital systems and the location of the backup
	

	14. Vital equipment supporting this function
	

	15. Backup for the vital equipment and the location of the backup
	

	16. Alternate facilities (list the primary site and then 3 alternatives if possible)
	

	17. List all vendors and service providers that are associated with this function
	

	18. Can this function be done through telecommuting?  
	

	19. Comments
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